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What is GDPR? 
GDPR stands for General Data Protection Regulation and is a European regulation meant to give 
consumers more control over their personal data. All organizations ‘handling’ personal data of 
citizens or residents of the European Union (EU) must comply with GDPR. The GDPR requires 
organizations to keep accurate and up-to-date records that are continually monitored and in 
compliance with GDPR standards. 

Here are some examples: 

• an e-mail address field on a contact form or checkout page; 
• individuals logging into our website.; 
• database with order information; 
• event sign-ups; and 
• personal information stored in a database 

For websites, GDPR requires website owners to inform visitors: 

1. which personal data is being collected; 
2. what the data is being used for; 
3. who is handling the data; 
4. how the data was obtained; and  
5. how and where the data is stored. 

This law becomes enforceable on May 25th, 2018. 

In the UK, the Data Protection Bill (DPB) is their version of the GDPR and it goes into effect on 
May 25, 2018 as well. For the purposes of this narrative, any further references to GDPR will also 
include the DPB. 

In the US, a bill called The Consent Act has been introduced by Sens. Edward Markey and Richard 
Blumenthal and is being proposed as an American version of the GDPR. It has not been voted on 
in Congress yet, but for now, we need to be aware of GDPR and its other variants and to consider 
how we handle our data, particularly with anyone in the EU or the UK. 

Why do we care? 
On the surface, it would seem that these regulations have nothing to do with us or our work. 
However, we do have some people in our database who currently reside in either the EU or UK. In 
addition, we may have email lists with people from these areas who receive email notifications 
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from us. If we have even one EU member or current subscriber to our email list, we will not be 
allowed to use any data that is subject to the GDPR as of May 25, 2018, unless we can prove a 
lawful basis to use that data. The GDPR is very specific about compliance and what is and isn’t 
covered. The fine for non-compliance is stiff - up to €20 million, or 4% of the worldwide annual 
revenue of the prior financial year, whichever is higher. GDPR compliance isn't just about our 
website, it's also about our databases, our payment processing, our internal policies, and even our 
scattered spreadsheets and paper files. While our exposure is limited, there are steps that can be 
taken and issues that should be addressed to meet compliance. 
 

So, what do we do? 
Given the current state of GDPR and potential areas of concern, there are three paths that can be 
taken: 

• Do nothing —While this “wait and see” approach requires minimal spending and effort 
up-front, it could lead to substantial fines for non-compliance. 

• Complete overhaul — This is the “all in” approach, using what’s known about GDPR to 
completely overhaul our data collection and handling processes. It has the benefit of better 
alignment with upcoming policies but would be time consuming and costly and the 
cost/benefit ratio comes into play. 

• Finding a middle ground — Opting for a “middle ground” model. By reviewing current 
consent, data storage, and ease-of-retrieval polices it’s possible to address the bulk of 
GDPR expectations and streamline the process of implementing new data-handling 
requirements as the law dictates. 

In a nutshell, we need to: 
 

• look into all of the different ways in which we’re collecting visitor data; 
• put mechanisms in place to make sure that users can control their data; 
• avoid collecting user data where it’s not necessary; and 
• most importantly of all, even if we’re using third-party tools and solutions, we need to 

make sure that those are GDPR compliant as well. 

 

Where do we begin? 
 
This is a two-stage process. Stage 1 is what we can do before May 25th, Stage 2 is what we can do 
so that we complete the compliance requirements. In any case, a legal review of the plan should be 
done. 
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Stage 1 (before May 25, 2018) 

The email list (Constant Contact/MailChimp) 

• Segment our mailing list by location, into people in the EU/UK (including those whose 
location is unknown) and outside the EU. Constant Contact/Mailchimp should be able to 
help with this. 

• Before May 25, send an email sequence (also called a re-engagement campaign) to list 
members in the EU and in unknown locations and ask them to consent to continue 
receiving our emails 

• Before May 25, remove anyone in the EU/Unknown segment of our list who has not given 
consent. We need affirmative consent. Having the “Unsubscribe” button on the email 
*may* not be sufficient for compliance. 

The Diocesan Database 
 

• Contact those people that are in the EU/UK and get explicit, affirmative consent on their 
data and how we use it. For example, we take the following information out of the 
database and generate a report for the Diocesan Directory (which others can access and 
see) and the PIE birthday list. Request this in a way which allows individuals to give you 
explicit, opt-in, clear, comprehensive consent. Document this consent. 

• If we do not get this consent, we will need to document the lawful basis for why we are 
keeping/processing personal data based on one of 6 criteria: 

o direct consent from the individual; 
o the necessity to perform a contract; 
o protecting the vital interests of the individual; 
o the legal obligations of the organization; 
o necessary for the public interest; or 
o the legitimate interests of the organization. 

The Diocesan websites 
 

• put functionality in the websites to notify visitors/users about the use of cookies on the 
sites, what information is being collected and written, and clear options for opt in/opt out; 

• put functionality in websites to limit Google Analytics data collection of sites in the EU/UK; 
• review contact and webforms to comply with GDPR; and 
• update the Privacy Policy and Terms of Use on the websites. 

 
Stage 2 (may not be completed by May 25, 2018) 

• demonstrate and document compliance with GDPR; 
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• have data protection practices and safeguards in place; 
• clear transparency and privacy notices regarding personal data; 
• data security and breach reporting policies; 
• general data audit to determine what information is being collected, where it is being 

collected, and why it is collected; 
• cleanup data in databases and website accounts and determine criteria for 

keeping/deleting; 
• contracts with all 3rd party suppliers who are processing data on our behalf (e.g. Constant 

Contact/MailChimp, Event Brite, Vanco); and 
• identify a Data Protection Officer 

 
While this list and the steps recommended are not exhaustive and need a legal review, it is a good 
start and a good faith effort to comply with the GDPR in addition to being a good policy for how 
we handle and use the personal digital data of others. 
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